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CLAIMS 



Now, therefore, the following is claimed: 



1 . An anomaly detection system, comprising: 

an echo canceler having a plurality of taps respectively associated with a 
plurality of tap coefficients; and 

anomaly detection logic configured to determine a difference between a new 
tap coefficient associated with one of the taps and a previous tap coefficient associated 
with the one tap, the anomaly detection logic configured to perform a comparison 
between the difference and a threshold and to detect an anomaly along a 
telecommunication line based on the comparison. 



2. The system of claim 1 , wherein the anomaly detection logic is 
configured to maintain a histogram of anomaly indications based on comparisons of 



associated tap coefficients. 

3. The system of claim 1, wherein the anomaly detection logic is 
configured to maintain a running sum of a total number of anomaly indications 
detected by the anomaly detection logic based on comparisons between tap 
coefficients associated with the one tap. 

4. The system of claim 3, wherein the anomaly detection logic is 
configured to compare the running sum to a threshold. 
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5. The system of claim 1, wherein the anomaly detection logic is 
configured to perform a second comparison between a threshold and a value 
indicative of an error rate associated with the telecommunication line, the anomaly 
detection logic further configured to detect the anomaly based on the second 
comparison. 

6. The system of claim 5, wherein the value represents a minimum signal- 
to-noise ratio detected during a particular time period prior to the second comparison. 

7. An anomaly detection system, comprising: V 

an echo canceler having a plurality of taps respectively associated with a 
plurality of tap coefficients; and 

anomaly detection logic configured to determine when at least one of the tap 
coefficients fluctuates by at least a specified amount and to detect an anomaly along a 
telecommunication line based on a detection, by the logic, that the at least one tap 
coefficient fluctuated by at least the specified amount. 

8. The system of claim 7, wherein the anomaly detection logic is further 
configured to maintain a running sum indicative of a number of times that the logic 
detects the at least one tap fluctuating by at least the specified amount, wherein the 
anomaly detection logic is configured to detect the anomaly based on the running sum. 

9. The system of claim 8, wherein the anomaly detection logic is further 
configured to compare the running sum to a threshold. 
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10. An anomaly detection system, comprising: a, 
an echo canceier having a ptara% of Bps KspaMy ^ ^ 

plurality of tap coefficients; and 

anoma,y deteetion , ogic coniigured ,„ ^ § ^ rf ^ ^ 

-fflcients hased on me tap coefficients, me anomaly detection logic confined t0 
compote differ belween new (ap ^ ^ ^ ^ ^ 

b— -ap coefficient* and to detect an ^ along . ^ 
based on the differences. 



» The system of Calm ,0, wherein the anomaly detection logic is 
configured to periodically update the feline lap coefficiMs 

n. The system of clatm 10, wherein the anomaly detection logic's 
-figured to perform oomparisons hetween the differences and a p IuraKty of 

a-peetiveoneofthem.esholds.wheremmeanomalydetectionlogiciseonfigmed 
to deteot the anomaly based on the comparisons. 



'3. The system of claim ,2, wherein the anomaly detection logic is 

configu.dtoupdateatleastonaofthehaselmetapeoelficents.n^etooneof 
the comparisons. 



■4. The system of Cairn ,2, wherein the anomaly detection logic i s 
configured to maintain a histogram of me results of to compariso „ s 
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15 ' A ° an0ma ' ! " iaeclil '°">*od, uprising ftes.ep.of •< 

- «*. can* and a previous ,ap eoefficien, „ ^ ^ ^ ' 
comparing difference to a threshold; and 



A "™o^de 1 ec,i„„ m e (h od, col „ ptisillgth<!stepsof: 
monitoring aptnraiity „f ttp coefflcienB rf ffl ^ ^ 

specified amount; and 



^^"^-^"^^--ea.^one.apeoeffleien, 
the running sum. 



of comparing the running sum to a threshold. 
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19. An anomaly detection method, comprising the steps of: I 
establishing a set of baseline tap coefficients based on a ae, of Up coefficients 
of an echo canceler; 

computing difference, between the baseline tap coefficients and now tap 
coefficients of the echo canceler; and 

detecting an anomaly along a teleoommtmicahdn line based on the differences. 

20. The method of claim 19, further compriamg the step of periodioally 
updating the baseline tap coefficients. 



21- ^^^clatmw.tahereomprisingfcstepofcompan^^ 
differences to a plumlity ^ wherein ^ ^ ^ . ^ ^ _ 

the comparing step. 



22. The method of claim 21, further comprising the step of updating a, 
the differences and one of the thresholds. 



23. The method of claim 21. further comprising the step of maintaining a 
mstogram of the results of the comparing step, wherein said defecting step „ teher 
based on the histogram. 
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